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Abstract:
itor the network security, the State Grid Corporation of China

In order to further improve the capabilities to mon-

formulated the work goal of full collection of asset and behavi-
or data, applied endpoint detection and response technology, re-
constructed the architecture of the original endpoint agent, for-
mulated new endpoint system information collection specifica-
tions, and break through key technologies such as endpoint sys-
tem information collection, system event subscription, system
resource consumption monitoring and throttling, And then new
endpoint agent product was developed. After experimental veri-
fication, the reconfigured endpoint agent performance and sys-
tem resource occupation meet the requirements for monitoring
capability improvement. Finally, the application prospect of en-
dpoint agent and endpoint detection and response technology in

power monitoring system is prospected.
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endpoint detection and response; Agent
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Fig. 6 System resource consumption monitoring and

throttling processes
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e 5 ARYEA R A 2R B X G A H AN 25 R AR T

M, Ztit EDR Agent REE G 5 HIEOL. 4R4E

TS D REXME, RERIE CPU HHZEK 49%. N

7 i 60m, 7EA: 7 B85 2 2 A7 EDR Agent 1Y

WAL B 2 X A, SO 25 SR A U .

RGN ERAE ST AR E R G FE, I
FERG W, Watchdog 23 7F R4 %I o M 3k 1)
(B E T ARG BORE Pl e,

# 5 EDR Agent it %117
Table 5 EDR Agent test data

REXGEH  SFHRER DS CPULEHZE% WAEEA/m

33 3 10.9 30
33 7 4.5 30
33 10 29 30
33 20 1.5 30
56 3 34.1 50
56 7 14.7 50
56 10 10.6 50
56 20 5.4 50
75 3 382 60
75 7 16.3 60
75 10 11.8 60
75 20 4.9 60

Watchdog 55 5% H1 % xE SR EE X 25 H 751>,
FRAE A 10s, B CPU & HRE 50%,
NI REHTH# . 35 . BUCCHERE,
fli SR CPU (5 I BI(E 50%, I RGBSR
LFHBSIFEER YA RERE, HEAME
CPU (5 HIMIET 50% HYBIME, SCEusi AT 5 il
3.2 EDR Agent 1t ZEF & Agent B

1) HAGE AR . R S5 L EE Ros 7
2, W RGE DR G, R LR
s FEFe, HATLGE s SQL S A if; i Lt W
BB T BRETMWEE T A kFENE, RIE
Agent ¥ I REARE B [, M RGP R
25T A AR ES & I R G5 B RE T,
LA B R LT E; lat REEHIR
MRS AR EEREFEN S, RIERSGR
BRI LSS =7 W AR F A .

2) ARER AR, JFZEY-5 Agent DL
fil % 7 B R G, AR A B Ry
ARG FA AR Sy R R R R AR 1S
), HOERERBLEE, SHEE—5mEHN
VAP I 38 2 A TE v AR IR TR) R, G SR 4 R 40 i
B 2 IR RE ), EDR Agent >R H Linux
Audit, Inotify RFENLHLHIHEATHMRE, WA
YRGS, e, Mk Ra S
a5t % 1y ) A

3) VIR, TEEZH M A 1084 53
Fel b, R 42 A RARW, SERLEE 75 A4S RAEXT
S, WEHE THERR . SCH SRR ARG SR
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33 imRRERE

Ui B E AT HRAWOR I 7, 58— 4
(unified endpoint security, UES) &l & B 5 B 4K 1
(anti-virus software, AV). i Bi$F & (endpoint
protection platform, EPP), EDR LI & ¥ J& kil 5
M v (extended detection & response, XDR), UES
Agent 7E EDR Agent FEfill I A0 0T 22 11 ) 26 &2 4>
IIHE, Bk EDR Agent TIRESM L AL 45 . JLL B A |
Il 44 . R A L BT, AT AE A AT
AE. B2, MW RS R 5 LA — A I i
Agent, T2k %Ye . ZLE . ZREH, ﬂC/
I — 3k 2R H g M A AR G I 2% 22 4 i L Agentt fif
VAGIES

ﬂﬁ ILIZ NP R, g W 45 R 8 W 2% 22 4 %0
PR BA LR . FZRZRE . Ul i
AT )T AR R BT I 4 R Y AR
SR 2K A I A A R B, U HR T
G MR 55 ik AT AR 2 BORTE Z9ME, . A5 2
ML RGEEE, REUERE . k. .
FEIRAN LIS AEBE L i ey i BT ER B A H R
(adversarial tactics techniques & common knowledge,
ATT&CK) U81 | {2 224 5%F 5 A E % (D3FEND)
4 Y5 HE A 3 4k 5 W B (security orchestration,
automation and response, SOAR) 91 Fj f* Sk F7
M43 AT (user & entity behavior analysis, UEBA) [20]
SRR, KRECEUME MR (threat intelligence, TI) L)
SEPLEURS R | SE R BB A 0 £ 42 A SRR A LA K hieg
N, T — 2 iR T AT g [ A

b2, 456 58 [ E AR HE 5 BORBIESE B
(National Institute of Standards and Technology,
NIST). [ B &5 W55 71 & ] (Defense Advanced
Research Projects Agency, DARPA). Mitre,
Gartner SEWF 52 MG HE H (1) 2 S AE 2R AN 5 e 1R Tt

W RG24, MR T RS IR
4 ZiE

EDR Agent J& i &4 F- 15 Agent B2k i ,
%%ﬂﬁ%ﬁ%”ﬁAgmﬁﬁ%%%#%%K
ORI HANEIIE | H ARG AN W 55 [R)
ZIKI 38 T EDR Agent 94 2 2244 Fil o 08 RGLH
ORI, TP RAEMFEERE . REFMITH .
FR GRG0 RN BRI A OGS R AT R .

A F7,2023,40(6)

g E | WA T
RAFAIRCR .

ok, JLHOZTDUFHHIE, EDR Agent $4E
REE B IAREAL, B B R
Sl B A s s A b, G FCERE TR A
PR RS . X SR TR B R AR, SR
e s s O 4% 2 A M G AR U8, O EDR A9 KR I
Emﬁhhﬂﬁiﬁo
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