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Abstract: To solve the problem of incomplete protection in
power system security protection, a power system security pro-
tection method based on edge node technology was designed.
Firstly, based on the edge node technology, the edge multi-ac-
cess computing model was established to implement data mi-
gration for the power system and realize distributed data de-
ployment. Secondly, the data transmission encryption al-
gorithm was designed. And based on the GCForest, the power
system network intrusion detection model, which was com-
posed of a sample input layer, multi-granularity scanning layer,
and training layer, was established to implement system intru-
sion detection. The test results show that the average service

delay of the proposed method is only 456.32ms, the network ro-
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bustness has no significant fluctuations, and the maximum false
detection rate and missed detection rate of intrusion detection

are 0.13% and 0.14%, respectively.

Keywords: edge node technology; data migration; distrib-
uted deployment; power system; intrusion detection; safety

protection
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Fig.1 Edge multiple access computing model
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Fig. 2 Data transmission encryption composition
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Fig. 3 Flowchart of sub key generation algorithm
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Fig.4 Schematic diagram of the grid structure of the
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Table 1 Parameters of 10 power system lines

& WA KW BIEREKE/ MW IS
L1 1 2 48 0.25
L2 1 4 62 0.25
L3 1 5 58 031
L4 2 3 59 0.26
LS 2 4 88 0.13
L6 2 5 46 0.36
L7 2 6 58 0.22

3 5 5 48 0.24
L9 3 6 82 0.13
L10 4 5 45 0.45
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Table 2 Test results of the data distributed deployment
service delay
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Fig. 6 Test results of the network robustness fluctuation
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Fig. 7 Test results of the network intrusion detection
misdetection rate
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Fig. 8 Test results of the network intrusion detection
misdetection rate
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Table 3 Comparison of the accuracy test results of the
network intrusion detection using different methods
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